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Abstract- In Chaotic the properties of sensitivity to initial 
conditions, control parameters and pseudo-randomness chaotic 
maps have been widely used in data encryption recently. The 
chaotic based cryptosystems are suitable for large-scale data 
encryption such as images, videos, or audio data. This paper 
propose a novel higher dimensional chaotic system for audio 
encryption, in which variables are treated as encryption keys in 
order to achieve secure transmission of audio signals. Since the 
highly sensitive to the initial condition of a system and to the 
variation of a parameter, and chaotic trajectory is so 
unpredictable. As a result, we obtain much higher security. 
The higher dimensional of the algorithm is used to enhance the 
key space and security of the algorithm. The security analysis 
of the algorithm is given. The experiments show that the 
algorithm has the characteristic of sensitive to initial condition, 
high key space; digital audio signal distribution uniformity and 
the algorithm will not break in chosen/known-plaintext attacks. 
Keywords- Audio encryption; Chaos; Security; Higher 
dimensional chaotic maps; 
 
I. INTRODUCTION 
 
he techniques of secure communication by which one 
can transmit confidential messages secretively are of 
practical interest in several areas, including databases, 
internet banking, production of communication channels etc. 
Based on the structure of the encryption algorithm we can 
classify cryptosystems into two categories, namely, stream 
cipher and block cipher. In a stream cipher algorithm, the 
message is encrypted bit-by-bit with the application of a 
secret key generator and the decryption can be done by 
using the same algorithm as in encryption, and with the 
same secret-key generator. In practice shift register, non-
linear combination generator clock controlled generators ect. 
are used as key generators. Unlike the stream cipher, in 
block cipher a group of bits of fixed length is encrypted 
block by block. In another classification, which is based on 
method of distribution of secret key, one classifies the 
cryptosystems into classes-private (symmetric) key and 
public (asymmetric) key cryptosystems. In the private key 
cryptosystems, sender and receiver use the same key for the 
encryption and decryption, respectively. These systems are 
efficient and their security depends on the statistical 
properties of the random bit sequence and the length of the 
secret key. 
Most of the existing cryptosystems, except a few, utilize 
number theory, algebra, combinatory and computer 
arithmetic, est. as mathematical tools for constructing the 
algorithms for the encryption and decryption. 
 
 
 
Now a day it has been proved that in many aspects chaotic 
maps have analogous but different characteristics as 
compared with conventional encryption algorithms such as 
DES, IDEA and RSA. These are not suitable for practical 
audio encryption. At the start of last decade only, the use of 
the continuous as well as discrete chaotic dynamical systems 
has been made to develop cryptosystems. The chaotic 
systems are characterized by the sensitivity on initial 
conditions, system parameters, and unpredictability of 
evolution of its orbits. These thinks are used for encryption 
[1-6].  
The chaotic systems for encrypting audio files are highly 
unpredictable and random-look nature this attractive feature 
may lead to novel chaotic applications. In most of the 
previous chaotic algorithm uses, XOR or XNOR is the basic 
technique for encryption. These techniques are very weak 
against statistical, chosen/known-plain-text attacks and 
moreover its security to brut-force attack is also 
questionable for avoiding the above risk and to increase the 
security level of the algorithm we propose a higher 
dimensional chaotic map [10]. Here we use multiple lookup 
table for encrypt the audio files all the values will be 
encrypted using cipher block chaining method. Arnold‟s cat 
map is a good candidate for permutation, thus it is extended 
to eight dimensional versions, called 8D cat map and then 
used for encryption. Taking advantage of the exceptionally 
good properties of mixing and sensitivity to initial 
conditions and parameters of the chaotic 8D cat map, the 
proposed scheme incorporates newer architecture of chaos-
based chipper block chain mode of encryption is proposed. 
It is used to interlink all the previous values of audio signal 
with the current value of the audio signal so without 
knowing the previous value of the audio signal value we 
cannot decrypt the current audio signal value this will 
increase the security one more level. Higher the dimension 
and higher the number of keys increases the complexity and 
keyspace of the algorithm. 
 
II. AUDIO ENCRYPTION SCHEME BASED ON HIGHER 
       DIMENSIONAL CHAOTIC MAP 
 
In this paper, a chaos-based audio encryption system, in the 
framework of cipher block chaining architecture is 
proposed. The block diagram of the system is shown in fig. . 
An analog audio input 
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A. Chaos-Based Look-Up Tables. 
Taking advantage of the exceptionally good properties of 
mixing and sensitive to initial conditions Chaos-based Look-
Up tables are used for encrypting audio files. In chaos there 
are many maps it is found that Arnold‟s Cat map [7] is a 
good candidate for permutation, thus it is extended to a 
higher dimensional version, called NthD cat map, and then 
used for this purpose. Here the relation between nth and 
n+1th data are de-correlated much higher than 2D and 3D 
maps so the authentication of our algorithm is increased 
much higher than the lower dimensional chaos maps. A 
higher dimensional Cat map is formed as follows: 
Is sampled at a frequency well above the Nyquist frequency 
of the signal. Then an 16-bit quantization is used to convert 
the analog signals into its equivalent decimal value. By 
masking these data with a random key stream generated by a 
chaos-based pseudo-random key stream generator, the 
corresponding encrypted audio is formed. The details of 
each component are to be discussed in the following 
sections. As demonstrated in our simulation, this approach is 
more secure in all the ways. 
 
 
 
 
 
 
Where 






















































































mmmmmm
mm
mmm
m
bab
a
bab
a
bab
a
bab
a
bab
a
x
,1,1,1
,1
232323
23
111
1
131313
13
121212
12
100
100
0010
0001
10000
10
010
0001
1000
01000
0010
001
10000
10
0010
001
10000
100
001
001






















 
 
               
         Where               are integers in                                          
This higher-dimensional Cat map is used as our pre-
processing unit for generating Look-Up tables. The initial 
key stream arranged in tables {T1, T2, T3…}. Here „m‟ is the 
number of tables that is used for encrypting the audio signal 
L is number of bits used by the key stream in this algorithm 
L=16 and m=8. 
 
B. Encryption Function 
 
On the encryption block, one uniform distributed random 
number is generated that sequence will select the tables for 
encryption. After selecting the table, the digital value of the 
audio signal is mapped to the iteration number of the chaotic 
sequence. For encrypting the nth digit, we add the n-1st 
cipher digit value with nth plain value that resultant value 
will be mapped with the table value. This type of encryption 
will increase the security in one more level. Because here all 
the pixels are interlinked if we want to decrypt the nth digit, 
first, we will know the n-1st plain digit then only we can 
decrypt the nth digit. This type of encryption is called cipher 
block chain mode of encryption the block diagram of 
encryption function is given in fig. 2. 
 
 
 i
P
 = Plain Digitized Audio value   
 Ek = Encryption Algorithm  
 i
C
 = Digital Cipher Audio value 
  Ke = Key 
Fig.2. The construction of the Cipher Block Chaining. 
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In this block diagram, the previous value of cipher digit is 
added with current plain digit of the audio signal. At the 
time of addition, the resultant value will be more than 
65,536 in sum time. If the value is more than 65,536, we 
require more than 16 bit for avoiding this some 
modifications down on the result for that the following 
formula is used 
 
                     MPn = Cn-1+Pn mod 65,536. (3) 
 
Where MP is the modified plain digit that will be encrypted 
with key Ke and the resultant cipher digit is C. After 
encryption, the cipher value of the audio is brought into 
original range. In this way, all the audio files will be 
encrypted. For decryption do the reverse process of the 
encryption. 
 
III. SECURITY DESCRIPTION 
 
In the proposed cryptosystem, 8D chaotic cat map is used 
for encrypt audio files. The cryptosystems security is 
determined by the used chaotic maps Key space, Key 
Sensitivity and Plaintext Sensitivity. Here, chaotic map‟s 
properties are in close relation with the cryptosystem‟s 
security. At first, its parameter is used as confusion key. 
Thus, parameter sensitivity is in close relation with key 
sensitivity. The higher the parameter sensitivity is, the 
higher the key sensitivity is, and the stronger the 
cryptosystem is. Thus, the chaotic map with higher 
parameter sensitivity is preferred in this cryptosystem. 
Secondly higher the initial-value sensitivity is, the smaller 
the correlation between adjacent pixels is, and the more 
random the encrypted audio file is. Therefore, the chaotic 
map with higher initial-value sensitivity is preferred in this 
crypto system. In encryption iteration, time is in close 
relation with cryptosystem‟s security. The more the iteration 
time is, the larger the cryptosystem‟s key space is if 
different keys are used in different iteration. 
 
IV. SECURITY ANALYSIS 
 
A. Key Space 
 
In the proposed cryptosystem, 8 keys are used for 
encryption. If n is the iteration time, and different keys are 
used in different iterations, then the key space is     
                                                                   (4) 
According to Eq.(1)-(3), the key space is determined by the 
parameter space of chaotic map. As can be seen, the 
cryptosystem‟s key space S increases with rise of parameter 
space 8321 . KKKK    or iteration time n. Parameter 
space can be increased with number of keys here it is 8. The 
iteration time can be chosen according to security and 
complexity requirements in this algorithm 16bit 
Quantization is used so n=65,536. Taking N1 sized 
Audio file with L level of Quantization with different Keys 
the complexity of the Cat map is 
nn LN  .  
 
B. Key Sensitivity 
 
High key sensitivity is required by secure cryptosystems,  
Which means that the cipher text cannot be decrypted 
correctly although there is only a slight difference between 
encryption or decryption keys? This guarantees the security 
of a cryptosystem against brute-force attacks to some extent. 
 
 
 
 
 
 
 
 
 
(a) Original Audio file (b) Encrypted Audio file: Key= 
1234353463465 
 
 
 
 
 
 
 
 
(c) Encrypted Audio file Key1 = 1234353463464                          
(d) Difference Audio file  
Fig.3. Key sensitive test: result one. 
 
 
 
 
 
 
 
 
 
   (a) Original Audio file                        
   (b) Encrypted Audio file: Key1= 1234353463465    
 
 
 
 
 
        
 
 
       
 
    (c) Decrypted Audio file Key1 = 1234353463465    
    (d)  Decrypted Audio file Key1 = 1234353463464 
Fig.4. Key sensitive test: result 2. 
1) First, an audio file is encrypted by using the test 
keys key1 value is “1234353463465.” 
2) Then, the least significant bit of the key1 is change 
to “1234353463464” all the remaining seven keys 
are same which is used to encrypt the same audio 
file. 
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3) Finally the above two encrypted audio files with 
two slightly different keys, are compared. The 
result is: the image encrypted by the key 
“1234353463465” has 9999% of difference from 
the image encrypted by the key “1234353463464” 
in terms of Quantized digital values, although there 
is only one digit difference in one of the key, Fig.3 
Shows the test result.  
 
C. Encryption On Uniform Audio File 
 
 
 
 
 
 
 
 
 
(a) Uniform Audio file (b) Encrypted Uniform Audio   file     
Fig.5. Uniform Audio Encryption  
An Audio file with uniform sound is taken that file is 
encrypted using this algorithm. After encryption, there are 
no patterns or uniformity on the encrypted audio file. This 
will ensure even in uniform audio our algorithm make more 
randomness so the security level of the algorithm is higher. 
 
D. Chosen/Known-Plaintext Attack 
 
Chosen/Known-plain text attacks are such attacks in which  
one can access/choose a set of plain texts and observe the 
corresponding cipher texts. In today‟s networked world, 
such attacks occur more and more frequently. For a cipher 
with a higher level of security, the security against both 
known-plaintext and chosen-plaintext attacks are required. 
Most of the XOR-ing based techniques are not robust 
against this attack [10]. Apparently, even when the secret 
key is changed for each plaintext, these methods are 
insecure against chosen/known-plaintext attacks. The mask 
audio m
I
is obtained by simply XOR-ing the plain audio I 
with its corresponding cipher audio I‟. XOR-ing the m
I
mask with unknown cipher audio J‟, if we get the unknown 
plain audio J then the algorithm fails in Chosen/Known-
plaintext attack, otherwise the algorithm safe against 
Chosen/Known-plaintext attack.   Fig.7 demonstrates an 
unsuccessful chosen/known-plain text attack in the proposed 
algorithm.   
 
    
 
 
 
 
 
                         
(a)InputAudioFile1   (b)Encrypted Audio File 1 
 
 
 
      
      
       
 
 
 
 
 
 
 
 
 
 
(c) XOR - Mask (d)UnknownCipherAudioFile2 (e)Failed to 
crack the Audio File2  
Fig.7. Unsuccessful chosen/Known-plaintext attack on 
proposed algorithm 
 
V. CONCLUSIONS  
 
Telemedicine can provide access to health care in previously 
unserved or underserved areas. These areas include both 
rural and inner city or barrier locations, All of them use 
internet is the basic medium for transferring information. 
But internet is public medium anyone can get information‟s 
from any ware, so the privacy is very less for improving the 
privacy over the public network we go for encryption. Most 
of the previous algorithms are return for encrypting only text 
messages. If we use the same method for encrypting media 
files like medical audio files, it will not be an efficient one. 
Because correlation of audio file is higher than the text file, 
so we go for higher dynamic system.    
   The dynamic response of chaotic system is highly 
sensitive to initial values and the variation of a parameter 
and chaotic trajectory is very unpredictable. Therefore, this 
paper propose a higher dimensional chaotic system for 
encrypting medical audio files in telemedicine which is 
transferring medical files on unsecured internet and 
telephone network. After calculating correlation coefficient 
  and conducting FIPS PUB 140-1 to test on the higher 
dimensional chaotic system of this paper, it is found that the 
chaotic system proposed in this paper is obtain optical 
scatter characteristics this has ensure our algorithm is more 
secure. In this algorithm the number of keys are increased so 
the key space and the complexity of the algorithm although 
increases accordingly. Even in public channel, when the 
encrypted audio files are stolen, an intruder cannot decrypt 
and recover the original audio file. From the above security 
analysis and various attacks, this algorithm gives better 
results. Even the audio file is uniform; the algorithm will 
give better results. Therefore, this algorithm is useful for 
mission critical applications of medical transaction over the 
unsecured public networks. 
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